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Webmin Overview...



What is Webmin?
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Installing and Connecting...
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Security Issues with Webmin...

No HTTPS without certain Perl modules.
Use Apache as a reverse proxy for HI'TPS support, or

Use stunnel (not as robust as Apache), or

Block all incoming connections except SSH, and use an SSH
tunnel (ssh user@host -L 10000:127.0.0.1:10000).

With the above three, tell webmin to only permit connections
from 127.0.0.1.

Blocking ports....

Webmin listens on both TCP and UDP ports - be sure your
firewall blocks all of webmin's ports as needed (use netstat
with -p to see what ports webmin is listening on)




Security Issues with Webmin...

http:

i - Referrer Checking...
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Webmin -> Webmin Configuration -> Trusted Referers
Default configuration 1s secure

If you link to webmin servers from your Intranet pages, add
those pages in the above dialog.

- Webmin Users...

Webmin -> Webmin Users
You can configure additional users to be able to use webmin.

A good 1dea, but remember to guard the password(s) as
carefully as the root password!



Security Issues with Webmin...
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Webmin Accessibility...




Configuration and Use...

Cleaning up the Interface...
There are a lot of 1
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Issues to be Aware Of...

Shows config tools regardless of whether the package
1S on your system.

Don't be restricted by what Webmin has modules for
(e.g., backup software).

Looks relatively consistent, but modules are not
always very aware of each other (e.g., Linux users vs.
Samba users).

Don't rely entirely on 1t - you will still need the
command line.

But it is a great way to get started playing with the —
functionality of Linux —




